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Figure 5: Packet end-to-end delay

Note: The red line of the TCP and UDP hybrid experiment is superimposed on the green line of the UDP

experiment because the results have substantially similar values.

Packet-delay variation (jitter)
Figure 6 below shows the different amounts of packet-delay variation that was noted
during the simulation in each of the three scenarios. This variance in end-to-end
® delay for video packets and was measured from the time when a packet was created ®
to the time when it was received.

Figure 6: Packet-delay variation (jitter)

Note: The red line of the TCP and UDP hybrid experiment is superimposed on the green line of the UDP

experiment, because the results have substantially similar values.
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Packet-delay variation is the difference in end-to-end, one-way delay between
selected packets in a flow, with any lost packets being ignored. Since this simulation
concentrated on video streaming, packet delay was often present. Looking at the
results, the TCP, UDP and TCP+UDP scenarios all improved packet delay. (Packet
delay can be caused by having multiple hops. The experimental network topology
had few hops, which could have caused the improvement in the three scenarios.)

The TCP scenario provided the best performance, generating less jitter than the
UDP or TCP-UDP scenarios.

Bandwidth: Traffic sent

Traffic generated by each application was described in the “application definition”
block of the OPNET modeller and since this work focused on video streaming, the
video conferencing application was used. Traffic sent is the average number of packets
per second submitted to the transport layer by, in this case, all video conferencing
applications in the network.

Figure 7 below shows the results for the "traffic sent" statistics that were collected
during the simulation. As the video conferencing application was the major source of
traffic and video was accessed from the video-streaming servers, best-effort type-of-
service and a frame size of 128 x 240 pixels were used.

Figure 7: Traffic sent
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Note: The red line of the TCP and UDP hybrid experiment is superimposed on the green line of the UDP

experiment, because the results have substantially similar values.

In Figure 7, the x-axis represents time in seconds and the y-axis represents the number
of packets. The results were presented in a stacked (right-hand-side of figure) and
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overlaid (left-hand-side of figure) form, so as to clearly display the differences across
the three scenarios relative to the amount of traffic sent. The TCP simulation is
represented in the topmost graph on the right of Figure 7, while the hybrid scenario
is the middle graph and the UDP scenario is the bottom graph.

The downward slope of the curve in Figure 7 represents a drop in packets sent,
which was a function of TCP, only noticeable from 2,300 seconds of simulation
onwards. It is clear from these graphs that the weakest protocol, using the amount-
of-packets-sent criterion, was TCP. Meawnhile, UDP and the hybrid TCP+UDP
sent equal amounts of traffic and outperformed the TCP in terms of this criterion.
As shown in Figure 7, the total number of packets transmitted by UDP and the
hybrid TCP+UDP was 57.5 packets per second, while the total number of packets
transmitted by TCP was 37.5 packets per second. For this criterion, it is thus better
to use UDP alone than to use the hybrid approach, because no advantage is gained
from the hybrid effort.

Bandwidth: Traffic received
Figure 8 below shows the amount of traffic received in the simulation experiments,

where in each scenario the an equal amount of traffic was received and sent.

Figure 8: Traffic received
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Note: The red line of the TCP and UDP hybrid experiment is superimposed on the green line of he UDP

experiment, because the results have substantially similar values.
Traffic received in this simulation was the average number of packets per second

torwarded to the video conferencing applications by the transport layers in the
network. Figure 8 shows that there was very little if any difference in traffic received
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compared to traffic sent, in all three scenarios after 2,300 seconds has elapsed, though
the UDP and hybrid scenarios received more traffic than the TCP scenario. The

numbers of packets are presented on the y-axis against time on the x-axis.

In this study, our expectation was that the highest amount of traffic would be received
when the TCP+UDP protocol hybrid was present. The average highest traffic
amount in all scenarios was 57.5 packets per second, when the simulation was run
for 7,200 seconds. These results show the rapid increase in the rate of traffic received,
which necessitated an increase in the simulation time to two hours for better and
more accurate results. At the end of the two-hour experiment, it was concluded that
the traffic received in the UDP and hybrid scenarios showed better performance
than in the TCP scenario. It was difficult to distinguish between performances in the
UDP and hybrid scenarios, and thus we favour the UDP scenario because it did not
require the additional effort for hybridising.

Bandwidth: Point-to-point throughput

Point-to-point throughput shows the time in relation to the average number of
packets successfully received. Due to the fact that the work focused on bit rate,
throughput was measured in bits per second. As can be seen in Figure 9, the results
collected for all three scenarios were based on running the simulation for 7,200
seconds.

Figure 9: Point-to-point throughput
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Note: The red line of the TCP and UDP hybrid experiment is superimposed on the green line of theUDP

experiment, because the results have substantially similar values.
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Point-to-point throughput is the average number of bits successfully received or
transmitted by the receiver or transmitter channel per unit of time, in bits per second,
which can also be referred to as the average rate of successful streamed videos from

the servers to the clients in our network topology. The best throughput was found in
the TCP scenario, followed by the TCP+UDP hybrid scenario, very closely followed
by the UDP scenario.

(During the simulation process, the hybrid scenario was expected to have the highest
point-to-point throughput, since it was using the features of both protocols. But
in the results for the first QoS criterion (see Figure 5 on packet end-to-end delay),
the TCP scenario had the highest end-to-end delay, which also influenced the high
amount of point-to-point throughput in the same scenario.) Our findings thus
suggest that configuring TCP is the best choice for video conferencing applications.

Packet loss (IP traffic dropped)
The IP traffic dropped statistic was chosen before running the simulations, so as to be
able to compare the amount of traffic dropped across the TCP, UDP and TCP+UDP

scenarios. Figure 10 below shows the data collected, measured in packets per second.

Figure 10: Packet loss (IP traffic dropped) in packets per second

@ BER tirrme_swversge (in IP.Traffic Dropped (e iosts sec ¥

IP traffic dropped is the number of IP datagrams dropped by all nodes in the network,
across all IP interfaces. Handling traffic that enters a network can be carried out by
controlling busy traffic and making sure that designated traffic flows get the correct
bandwidth. This can often mean cutting off the excess flows, or changing the
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precedence of the packets that exceed the bandwidth.

Traffic drops cause TCP to resend the packets, and Figure 10 shows that in the TCP
scenario there was less packet loss than in the other two scenarios over 7,200 seconds.
TCP also reduces the congestion window when it experiences great loss of packets. In
all three scenarios, very few packets were lost at the beginning of the simulation, and
the highest amount of IP traffic dropped in the TCP scenario was 0.84 packets per
second, while the highest amount of IP traffic dropped in the TCP+UDP scenario
was 0.76 packets per second.

Table 2 summarises the results obtained across the three scenarios.

Table 2: Results from the three scenarios

Video Statistics collected Scenario 1 (TCP) | Scenario 2 (UDP) | Scenario 3 (TCP+UDP)

Confer-
encing Packet end-to-end 25 0.025 0.025

delay (seconds)

Packet-delay variation | 200 0.000000045 0.000000000029
(jitter) (seconds)

Bandwidth: Traffic sent | 54 57.5 57.5
(packets/sec)

Bandwidth: Traffic 54 57.5 57.5
received
(packets/sec)

Bandwidth: 7,750,000 3,750,000 3,750,000
Point-to-point

throughput (bits/sec)
Packet loss 0.84 0.77 0.76

(IP traffic dropped)
(packet loss/sec)

5. Conclusion

In this study, the main goal was to evaluate QoS, using TCP and UDP bit rate
video streaming in NGNs, with the focus on the performance of the two transport
protocols used. We started by first studying the challenges faced by NGNs and the
benefits of using TCP and UDP when streaming videos. Secondly, we developed a
framework imitating a real world network topology, where the implementation of
the two transport protocols was carried out. Using the OPNET 14.5 modeller tool,
we created three scenarios: one using TCP, the second using UDP, and the third
using a hybrid of the two protocols.

We can categorically state that the key issue related to streaming videos online is

bandwidth, which affects the streaming throughput and also network congestion.
TCP is known to detect packet loss and when it is detected, TCP decreases the
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congestion window and unnecessarily takes bandwidth from the competing traffic.
However, use of a TCP+UDP hybrid enables more effective QoS, since UDP does

not have the window congestion control capability.

Sent and received traffic were identical in all three scenarios. In the UDP scenario
results, packet end-to-end delay and packet-delay variation (jitter) were low, while
the TCP scenario presented the highest rate of throughput in bits per second. We
conclude that, if a researcher or network administrator is concerned with high
throughput when streaming videos, then TCP performs better than eith UDP or a
TCP+UDP hybrid in delivery of efficient and effective network QoS.

6. Future work

In the literature review, we found that the number of mobile users streaming videos
online has greatly increased. Accordingly, we now intend to extend our simulation by
implementing the protocols TCP and UDP on a network congested with numerous
mobile devices, and then examine QoS metrics. Moreover, we are interested in
implementing this kind of QoS evaluation for streaming of live videos from different
sources.

Finally, more work needs to be done on implementing these transport protocols
on WiMAX technologies, which provide the same bandwidth as other wireless
roadban s but over longer distances with less interference.

broadband NGNs b longer d h1 fe
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Cyberspace is emerging as a new battlefield, as cyber attacks can now complement
state conflicts. The recent cyber feud between the US and Russia, in which the for-
mer openly accused the latter of deliberate and orchestrated hacking activities to
undermine the integrity of the just-concluded US presidential election, did not come
as a surprise. As we witness traditional activities increasingly shifting to this new
domain, cyberspace is becoming a focal point not only for beneficial innovations,
enterprises and social networking, but also a site for criminality and warfare (Acker-
man, 2016; Lewis, 2011). These latter features are reshaping and redefining the dig-
ital space as an environment not only for progress and prosperity, but also for cyber
threats. Meanwhile, many countries, especially in Africa, are embracing emerging
trends in cyber space with little insight as to where certain of the trends may lead.
The question is: In Africa, how aware are we of cyber conflicts and the possible mag-
nitude of cyber warfare?

Unlike a decade ago, cyber warfare is no longer a strange or mystifying notion. With
the emerging reality of nation-state-supported attacks on the digital infrastructure of
other nations, the entrenchment of the relatively new phenomenon of cyber warfare
in the human lexicon cannot be contested. Like any new concept, there is no agreed
definition of cyber warfare (Applegate, 2011). As a basis for this discussion, we define
cyber warfare as cyberspace-based conspiracy and conflict, usually including politi-
cally-motivated attacks on information systems and networks, targeted at a nation or
nations (Betz & Stevens, 2011; Capaccio, 2012). It is a deliberate action by a nation
state (or nation states), or by an organised group (or groups), against a state (or states)
that is aimed at disrupting or harming critical national infrastructure (CNI) in ways
that can bring the infrastructure to a standstill (O’Connell, 2012).

Cyberspace has evolved into a critical domain that countries can no longer take with
levity, and that many countries are working hard to control and/or dominate. Besides
the threats from financial fraudsters or groups, there are deliberate efforts by nation
states to dominate and show supremacy over other states’ information spaces, with
the potential to negatively impact economic, political or military activities. Cyber
warfare from this perspective is, perhaps, an extension of the shared notion of con-
spiracy and sabotage between and among nations that one finds in conventional

battles (Betz & Stevens, 2011).

In cyberspace, which is intrinsically challenged by uncertainties, nation state actors
are increasingly dissatisfied with building defensive strategies alone, and are working
to build offensive capabilities that can assail their adversaries when desired (Capac-
cio, 2012, Bamford, 2013). Cyber war is part of an underground and obscure arms
race, where nations invest billions of dollars to establish digital armies and stocks of
digital weapons — for example malicious software codes that are politically motivat-
ed, as exemplified by the Stuxnet worm that disrupted and disabled the centrifugal
equipment of an Iranian nuclear facility (Langner, 2013). Exacerbating the potential
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dangers of cyber warfare is the fact that no individual, organisation or government
can provide an accurate profile of the vulnerability, threat and risk landscapes evolv-
ing in, and emanating from, cyberspace (Mbanaso & Dandaura, 2015; Parks & Dug-
gan,2011).

What may now be considered historic examples of cyber warfare include the as-
sault, allegedly by Russia, on the Baltic state of Estonia in 2007 (BBC, 2007), which
disrupted civilian services. The attacks, which disrupted public web resources, in-
cluding the Estonian Parliament, banks, ministries, newspapers and broadcasters,
was allegedly prompted by a feud regarding the relocation of the Bronze Soldier of
Tallinn (The Economist, 2010). This attack, which was the first known cyber attack
of such magnitude targeted at a nation state, and which used the distributed denial
of service (DDoS) method, sparked worldwide concern. The cyber attack on an
Iranian nuclear facility in 2010, suspected to have been carried out jointly by the US
and Israel (Langner, 2013), and various attacks on US interests, allegedly by China
and North Korea (Perlrothoct, 2012), are other prominent examples of cyber attack
exploits. (Much earlier in cyber history, many years before the public Internet, there
were alleged cyber attacks on the US National Aeronautics and Space Administra-
tion (NASA) network, using the WANK worm in 1989, to protest against nuclear
programmes (Applegate, 2011)).

(O] The aftermath of the attack on the 2010 Iranian nuclear facility brought a ferocious (O}
response from the Iranian state (Perlrothoct, 2012). Iran launched its cyber count-
er-offensive against Saudi Arabia and Qatar, as well as American networks. Having
boasted of possessing a strong cyber army, Iran carried out these attacks on perceived
adversaries to buttress a point (Perlrothoct, 2012).

The December 2014 attack on Sony Pictures Entertainment, allegedly committed by
North Korea, was of a magnitude capable of provoking a cyber war. The perpetuators
of the Sony assault revealed embarrassing documents, whereby sensitive private and
personal information of employees of Sony, amongst other critical data, was com-
promised. The Sony attack raised public uproar in the US, and the US government
was clearly perturbed by the incident. North Korea, undoubtedly a strong aggressor
in cyberspace, has continued to assemble a sophisticated cyber army for its offen-
sive and defensive strategies (Kwark, 2015). In a similar vein, China has, undeniably,
repeatedly invaded US cyberspace, exploiting vulnerabilities in certain military and
government information systems and networks (Capaccio, 2012). Experts argue that
most of the Chinese attacks are highly customised and specialised, with a high suc-
cess rate, targeted at vital military installations, mostly vulnerable to industrial espi-

onage (Bowlsbey, 2016; INFOSEC Institute, 2013).

Countries already drawn into cyber conspiracy and conflicts include the US, China,
the UK, Israel, North Korea, Iran and Russia, all of whom are making serious coordi-
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nated national efforts with respect to defensive and offensive capabilities. There are
indications that the US National Security Agency (NSA) conceived the "US Cyber
Command" as early as the year 2000, in order to build the US cyber warfare effort
(Bamford, 2013). In his account, Bamford states that the US fears that “cyberweap-
ons are as crucial to 21st century warfare as nuclear arms were in the 20th” (Bam-
tord, 2013). Currently, it is estimated that the US Cyber Command force has over
14,000 personnel with over 13 formidable cyber attack formations (Bamford, 2013).
Furthermore, the US is one of those countries that has continued to invest in cyber
activities, as it is purported that the US sets aside about USD4.7 billion annually for
developing cyber warriors, including expertise development via encouragement of
doctoral degree studies in the various fields of cyberspace (Bamford, 2013; Miller,
2016). China, meanwhile, is building its cyber warfare paramilitary forces, under-
stood to be especially targeting US expertise and specialisations in communications,
electronic warfare and networking (Capaccio, 2012).

According a former UK Defence Secretary, “we will build in Britain a cyber strike
capability so we can strike back in cyberspace against enemies who attack us, put-
ting cyber alongside land, sea, air and space as a mainstream military activity” (UK
Government, 2013). From the foregoing, the general concern is that the rise in cy-
ber conspiracy and conflicts is capable of provoking a full-scale conventional war or
cyber war, or a combination of the two. And there is already evidence that nation
(O] states or organised groups can launch digital assaults in the context of political and/ (O}
or economic disputes. The potential for cyber conflict is no longer uncertain. Rather,
the uncertainty is: who will be drawn into the cyber battlefields, and when and how?
The cyber conflicts trend is increasing in frequency, scale, sophistication and severity
of impact (Ranger, 2015), and the outcomes may be grave.

This widening of the elements of the digital divide — now including the ability to
participate on the cyber warfare battlefield — is yet to be recognised by many devel-
oping nations, including many nations in Africa, who are encumbered by pressing
domestic problems and socio-economic challenges. These local issues have, unavoid-
ably, distracted attention from the emerging threats of the digital world (Epstein,
Nisbet, & Gillespie, 2011; Mbanaso & Dandaura, 2015). With the scale of the events
that are unfolding, it is fast becoming a necessity that every nation recognise the crit-
icality of cyberspace as a domain of warfare. This requires African leaders to appreci-
ate the urgent requirement to incorporate this domain into their traditional military
operations of land, sea, air and space, making cyber conflict strategy an integral part
of overall military strategy, with proportionate investment. Whether African leaders
consider cyber warfare or not, the African continent will not be immune to cyber
conspiracy and conflicts. And while cyber warfare could potentially become deeply
embedded in contemporary military operations, there is at present no international
convention on this matter.

160 AJIC Thematic Issue: Informatics and Digital Transformations

‘ ‘ AJIC 18-9-Aug-17.indd 160 @ 8/9/2017 12:16:12 AM ‘ ‘



_____NEEN . - EEEN

Cyber Warfare: African Research Must Address Emerging Reality

The wars that rage in the cyberspace domain are likely to be very difficult to contain,
due to several fluid factors. The factors that interplay and create the vulnerability
landscape, which could be exploited by any invader against a target, are inherently
unpredictable, increasing in severity as advancements are made in the technology
arena (Lewis, 2011). A characteristic of cyber warfare is the minimal risk, and rel-
atively low-cost weapons, required by an attacker to inflict significant impact on a
target (Applegate, 2011). Another advantageous factor for attackers is the high level
of anonymity and deniability afforded by conducting war-like campaigns in cyber-
space (Applegate, 2011).

Conventionally, countries build “special forces”, usually small formations of high-
ly-skilled specialists who are seen as superior to all other forces. Combatting cyber
warfare will need to fall into the category of matters engaged with by such forces,
with lessons drawn from traditional special-force experiences. What are the com-
monalities and similarities between special forces and cyber forces? Several countries
have dedicated vulnerability researchers combing cyberspace in an attempt to discov-
er new weaknesses, as advances in technology characteristically breed new vulnera-

bilities INFOSEC Institute, 2013; Shen & Nettis, 2016).

Another key point that should be understood in this context is the nature of the con-
spiracy and conflicts, which is, fundamentally, knowledge-based (Parks & Duggan,
(O] 2011; Shen & Nettis, 2016). It is not going to be business as usual, i.e., not a matter (O}
of buying tanks and weapons, as was the case in the traditional arms race. What is
key, in this context, is the ability to carry out intellectual exploits, the capability to
latch onto inherent vulnerabilities within cyberspace, through intensified and struc-
tured discovery, i.e., the ability of invaders to identify high-profile vulnerabilities,
which even the vendors and manufacturers of technological devices and services find
difficult to ascertain. The strength of every invader lies in its skills, expertise and
competence in discovering high-profile, zero-day vulnerabilities. What this entails,
as a knowledge-based event, is understanding that the threats are not static, but
rapidly evolving, which makes reliance on other countries to supply cyber arms and

cyber weapons a dangerous game (Capaccio, 2012; Parks & Duggan, 2011).

While some experts have argued that cyber war is unlikely on the scale speculat-
ed (Rid, 2011), there are pointers to the contrary. Presently, China and the US are
in what can be qualified as conspiracy and cyber conflicts, with Chinese nationals
already arrested for committing industrial espionage (Bowlsbey, 2016; INFOSEC
Institute, 2013). Russia has been observed using massive cyber offensives to threaten
its former allies, especially the Ukraine and Estonia (Applegate, 2011; BBC, 2007).
North Korea is constantly using cyber offensives against South Korea (Kwark, 2015;
Sang-hun, 2013; Reuters, 2016). To sum up, many of the conspiracies and conflicts
seen among nations in the offline realm have shifted to cyberspace. The same sorts of
conspirators, alignments and disagreements witnessed offline in past decades appear

The African Journal of Information and Communication (AJIC), Issue 18,2016 161

‘ ‘ AJIC 18-9-Aug-17.indd 161 @ 8/9/2017 12:16:12 AM ‘ ‘



I [ [ [ . - EEEN

Mbanaso

to dominate, and even become magnified, in cyberspace.

The common denominator is that open, borderless cyberspace is a level playing
ground for those who choose to invest in it. In the near future, nations’successes will
be determined by their capacity and capability to maintain competitive advantage
in the information space, i.e., cyber power capability. War based on cyber power
capability will be difficult for any one side to win decisively except, perhaps, when
combined with conventional warfare.

What may be most disturbing is the inconspicuous nature of nation states’ capability,
as there is no formal way to assess the true cyber offensive capability of a nation.
Unlike the nuclear arms race that can possibly be assessed and constrained, nation
states’ particular cyber warfare capabilities can lie undetected. Moreover, the absence
of international rules of engagement means that any full-scale cyber warfare has no
recourse to any international law, even when it can have debilitating effects. While
hacking of networks and information systems is an illegal activity, there is no inter-
national law addressing the use of cyber power against a state (Applegate, 2011).

Another perspective is that, as alluded to above, the cost of acquiring cyber weapons
is relatively cheap, suggesting that poor states can invest little and harvest more, in
terms of impact, in the cyber warfare arena. And with the borderless Internet charac-
(O] teristic of anonymity and deniability, nations in conflict can easily draw support from (O}
allies, since attribution is difficult.

Accordingly, based on this brief introductory overview, it is my view that studies in
cyber security and cyber conflict must henceforth become a significant component
of digital transformation research on the African continent.
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This book covers eight case studies of innovation in various parts of Africa. These
diverse cases cover innovation in several key sectors, across services, manufacturing,
and agriculture, and spanning the private and public sectors. The cases include
innovation hubs in Southern Africa, electronic government in Cabo Verde, mobile
technology innovation in Kenya, Nollywood (the movie industry) in Nigeria,
processing of agricultural products in Egypt, the sugar cane and tea subsectors in
Kenya, the steel sector in Algeria and a large industrial cluster in Ghana.

Each case study is self-contained, with its conceptualisation of the national innovation
system (NIS), its experience, and its lessons. The editors and authors ask how all
these cases can scale up innovation for Africa.

This review does not attempt to cover all the cases, but rather uses selected cases to
generalise lessons and insights about innovation in Africa, and to contrast these with

the aims, frameworks, and recommendations of the authors.

The book opens with ambitious aims and aspirations. A new Africa is emerging.
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Africa needs transformative development. It needs to own its own narrative of the
future. A starting point is to promote an Africa-wide dialogue on innovation and
structural transformation. In the opening chapter, the editors state their aim to
make innovation a key element of the African development agenda and to promote
evidence-based policy-making on innovation. They do not confine innovation to
the “high end” (a la Silicon Valley), but extend it to the “low end”, to cover inclusive
and social innovation, capitalise on locally available and sustainable inputs, and solve
everyday problems such as the need for clean water, efficient stoves, etc. They call for
a policy focus by all stakeholders at country level, plus a regional pan-African focus,
on building national ecosystems for innovation. The authors acknowledge that the
book is a first-cut enquiry, a voyage of exploration, towards a systematic approach to
support innovation-driven development for Africa.

The case of innovation hubs in Southern Africa is actually multiple cases of diverse
hubs in several countries, ranging from traditional science parks, to activity-based
innovation centres, to co-creation hubs. These hubs aim to provide an intermediary
to link research to industry and other stakeholders.

Science parks require massive investments in infrastructure. Activity-based innovation
centres are less capital- and infrastructure-intensive and more focused on directed,
value-added activities. Co-creation hubs, a third generation of innovation centres,
(O] rely on building the soft enablers and practices of innovation: networking and (O}
collaboration among a broad range of stakeholders, open innovation, crowdsourcing,
user- and community-driven innovation, and building on what already exists locally.

This particular case of innovation hubs is the most extensive in its coverage and
lessons. The hubs’ success often depends on having a committed research-based
university as a base. Quality of physical and virtual infrastructures remains important,
but the risk of over-reliance on a “build and they will come” dynamic is prominent
in Africa. Critical success factors include having entrepreneurial communities,
educational systems that encourage entrepreneurship, R&D that is aligned with local
needs, supportive policies, and entrepreneur support networks.

Activity-based and co-creation models are organised around demand-driven design
of activities, so knowledge generated is relevant to, and built around, local needs.
These models depend on collaboration, trust, and communication. Critical success
factors at contextual and strategic levels include promoting entrepreneurship at the
national level, providing policy and strategy support to the hub, building governance
and advisory structures involving key stakeholders, pursing partnerships, taking a
long-term view of sustainability, providing stable leadership, communicating and
seeking feedback from tenants, and piloting and phasing. The authors draw many
operational lessons of particular value for African policymakers, financiers, and hub
managers.
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This rich case, and others that follow, suggest that innovation hubs are key
intermediaries to synergise otherwise fragmented national innovation systems.
When appropriately designed and led, they can facilitate collaboration at the local
and regional levels, and attract talent and foreign and local investors with innovation
focus.

A very different and interesting case is the electronic government of Cabo Verde.
While many technological and business-model innovations are driven by the private
sector, and for the benefit of firms and their clients, innovation can (and should) also
happen in the public sector, for the benefit of society at large. This case shows how
electronic government has revolutionised public financial management and provided
the backbone for an electronic governance infrastructure for Cabo Verde. Again
the NIS framework is used to conceptualise the interactions between the university
(knowledge infrastructure), public institutions (policy, governance, politics), and
private sector (production). The study points to the critical role of institutional
innovation (creation of an autonomous professional national ICT agency), and of
mobilising the substantial knowledge of the diaspora. The case suggests the potential
use of the public sector to promote innovation, as a major consumer of innovation and
a demonstrator of the power of digital transformation. But the case also illustrates
the limits of this innovation in respect of spillover to the private sector, mainly due
to the lack of collaboration among players in the NIS, and absence of a national
innovation and ICT policy.

A third case that illuminates the workings of the innovation ecosystem (NIS) in
Africa is the famed mobile technology of Kenya. It is a product of the local software
developer community, telecom reforms and competition, the widespread adoption
of mobile phones, and other enabling policies. It is also a product of business
entrepreneurship, with mobile operator Safaricom creating and using the M-Pesa
mobile money application as a platform for other companies to build value-added
services, and closely interacting with its clients, pursuing innovative marketing, and
continuously innovating its services. The case suggests several critical success factors
that are of special relevance to innovation systems in the services sector: nurturing
the developer (app) community for mobile, building public-private partnership
with the ICT sector regulator, promoting local content development via a special
fund, holding innovation (app) competitions, engaging the academic community,
attracting R&D funding from multinationals for universities and pursuing universal
connectivity. The absence of risk capital remains a key constraint to further scaling-
up and sustainability of this innovation ecosystem.

The book shows that innovation is taking place in Africa. The above cases and the
rest that are elaborated in the book bring the NIS framework alive. They show how
this framework works in practice in diverse sectors, countries, and contexts. Yet,
most of the cases are at early stages of developing a sustainable and scalable NIS.
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They have yet to overcome significant constraints and be formally evaluated for their
developmental impact.

The editors draw several lessons and recommendations. Most cases suggest important
roles for government in setting enabling policies, rule of law, infrastructure, human
resources, finance mechanisms for R&D, public procurement, and promotion of
interactions among players in the NIS. And, at times, the public sector can lead
innovation, as in the digital government of Cabo Verde.

The book’s contributions make the case for an activist and smart government in
building the NIS. In addition, the contributions generate a call for innovation policy
to recognise the duality of Africa’s NIS, to promote global competitiveness, and
to address basic needs and solve everyday problems like money transfer, and clean
energy and water. Third, the authors posit the need for a shared vision to mobilise
all actors for a common future, and for actualisation of this vision through strategy,
policy frameworks, and action plans. The authors suggest the need for more of a
top-down direction, via public leadership, to overcome constraints and secure policy
consistency over time. They argue, for instance, for import substitution strategies to
stimulate indigenous innovation, as in the Cabo Verde and Algerian cases, and as has
occurred in more advanced countries. Finally, they recommend the development of
supporting institutions, with the means to carry out their mandates: to lead, catalyse,
coordinate, incubate.

The book is not without its shortcomings. Its second chapter’s heading is “Towards
a unified theory of pan-African innovation systems and integrated development”,
an ambitious and unnecessary hill to climb. It posits “an alternative to all existing
development approaches” to address the challenges of Africa, escape the raw material
resource trap, promote green industrialisation, harness indigenous knowledge, and
respond to local context and needs. It calls for rethinking both innovation and
development theories.

While agreeing on the need for a context-sensitive framework, the reviewer finds this
call for substantial reinvention of the NIS framework for Africa unconvincing. The
authors of the cases cited above from the book have used the same NIS framework,
or a slightly adapted version of it, and applied it to the context at hand. Many other
countries also started with similar constraints as those faced by African countries,
and learned to innovate by addressing the key components of their NIS and the
interactions among them.

The challenge for Africa is to deepen and accelerate such learning, with increasing
sensitivities to local realities and local stakeholders. There is more value to gain
from working with this relatively universal framework and focusing on the most
significant interactions within the system, aligning it with national development
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priorities, piloting new institutional models for collaboration, measuring the impact
of alternatives, and asking hard questions about the roles of government, universities,
finance, communities, and other stakeholders.

Also, the editors tend to put too much faith in government as activist and leader of
the NIS, and insufficient emphasis on the market, including small and innovative
enterprises. This may be partly justified as a reaction to the neoclassical economic
thinking (prevalent among the World Bank and other aid agencies), which
emphasised government failures and neglected the need to nurture innovation in the
context of a relatively weak private sector, and fragmented NIS.

Recent research supports a more proactive and diversified role for government,
even among the most advanced countries like the US (Mazzucato, 2013; Stiglitz
& Greenwold, 2014). But the booK’s case studies also point to severe limitations
among government institutions, the risks of crowding out the private sector and
the need for governments to learn before taking big leaps with major risks. In this
context, the recommendation of relying on an import substitution strategy for Africa
to secure demand for innovation could be risky and wasteful. It may be prudent
to limit the government role here to creating the enabling environment, fostering
entrepreneurial education, facilitating the functioning of the NIS and focusing
government interventions on a few priority needs and local challenges, where market
failures are prevalent and mission-oriented innovation can support inclusive and
sustainable development.

One final limitation is the notion of high-end vs. low-end innovation, with high-end
innovation associated with digital technologies a la Silicon Valley, and the low end
associated with basic needs like clean water and other everyday needs. General purpose
technologies (GPTs), such as the Internet and mobile, span both ends of innovation,
and can be conducive to inclusive and social innovation, as well as innovation for
competitiveness in industry and services. Perhaps a better differentiation is between
incremental and breakthrough (R&D-intensive) innovations, with the former often
more relevant for technology adopters in developing countries.

Future research on innovation in Africa can also benefit from an additional and
complementary perspective: the role of digital technology (as a GPT) in inducing
a technological revolution that impacts most sectors of the economy and demands
profound social and institutional changes (Perez, 2010). This could be achieved by
adjusting the social and institutional environment to take advantage of the ongoing
digital technology revolution and its associated techno-economic paradigm involves
disruptive innovation, the destruction of legacy systems and processes, and the
invention of new practices and business models (Hanna, 2016).

The digital revolution is also transforming the very process of innovation, the
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formation of innovation clusters and the workings of the NIS, by providing new
tools for research, interaction, and collaboration, such as digital networking, open
innovation, co-creation, crowdsourcing, simulation, big data, analytics, artificial
intelligence, and the Internet of Things.

This is a pioneering book that should fill a significant gap in the literature on
innovation in Africa and other developing and low-income countries. It sheds light,
and lays out an agenda for research, on a poorly-understood and under-researched
but increasingly important topic central to transformation of Africa’s economies. It
should be of interest to scholars, policymakers, development professionals, business
leaders, and international financing institutions.
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1. Opening comment

It is important that these two books were published in the same year, 2016, because
together they reflect a more diverse set of perspectives than either one on its own,
while demonstrating the common denominator of radical change relative to each
particular country’s locality, context or development trajectory. The books illustrate
that even where countries are not be at similar levels of economic development, they
all experience the digital revolution, resulting in both common and distinguishing
features.
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2. A perspective on Hanna’s Mastering Digital Transformation: Learning and doing

Written in three parts, Hanna’s major work on digital transformation attempts to
map the new digital world, where people, organisations and markets, and the animate
and inanimate instances that depend on them, are engaged in radical change of the
geography, the landscape, indeed every facet of human activity. Part One on “The
Big Picture”, Part Two on “Pursuing Transformation Possibilities”, and Part Three
on “Mastering the Implementation of Digital Transformation”, each deal with dif-
ferent modes of engagement with the transition from an analogue to a digital world

— thinking, designing and achieving.

One of the reviewers spoke with the author and asked him: why the word “mastering”
in the title of the book? Did this choice have anything to do with use of the word in
the context of strategy, as related to Sun Tzu’s implicit use of the idea of “mastery”,
with respect to self-mastery as a key leadership quality, for gaining insight in and
navigating a changing environment? The author’s response (December 2016):

Digital transformation is a process that takes time and effort for integra-
tion of lessons, it requires learning to plan and planning to learn. You must
design the plan and design the process in such a way as to learn and pro-
cess/integrate as you learn from the experience [...] this is “mastering” the
process. These views are in contrast to those of donor agencies, who usually
truncate the [digital transformation] process into a project cycle of short-
@ term interventions [...]. One of the dangers with the notion of leapfrog- @
ging is that it creates the impression that if you take the latest technology,
you don’t need the learning, or infrastructure, or policies and institutions,
you just need to acquire the latest tech. But this is not true — the founda-
tions need to be there for using the latest tech.

So the author is not using Sun Tzu, but the text of the book comes remarkably close
to Sun Tzu’s strategic thinking: make the strategy most relevant to the context to
increase the chance of success. Relating the many discussions in the book to the Af-
rican continent’s experience, we would also emphasise the word “mastering”, because
it is now time to master particular facets of digital transformation in the 55 countries
on the continent, relative to each country’s context, rather than simply embarking on
the journey. The existing levels of failure of digital development projects must breed
greater levels of success, which success occurs through learning from failure and the
application of such learning to advancement towards success, a transition typical in
many innovation contexts.

Summary of selected chapters
There are many chapters deserving of comment, but we have chosen two that offer
interesting ideas for contemplation for African countries.
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Chapter 255 treatment of the ‘emerging smart, data-driven economy”

Hanna lists for the reader a few of the key terms associated with digital transforma-
tion today, of which we chose a few emerging modalities to explore in this review:
frictionless economy, on-demand sharing economy, co-creation economy, orchestra-
tion economy, smart cities. The author also includes better-known terms, such as
innovation economy and learning economy, important because innovation and learn-
ing underpin the possibility of engaging in the other modalities.

Summarising Hanna (pp. 15-23), data drive the frictionless economy through ease
of mobile money transfer, through crowdsourcing, through online trading connect-
ing manufacturers to buyers, and through using biometric identification to access
public and private services. He writes that these “easy” transactions bring billions of
the world’s poor closer to digital opportunity, though new challenges emerge (e.g.,
privacy, consumer lock-in). As the author explains, data drive the on-demand sharing
economy (a la Uber and Airbnb), with endless opportunities for connecting supply
and demand of almost any kind of shared service, through integrated applications,
incorporating digital mapping together with personal communication and online or
mobile booking and other application elements. Data drive the co-creation economy,
where citizens and consumers can create and recommend the kinds of services they
seek from government and private-sector service providers. Data drive the orches-
tration economy, where global networks of suppliers are emerging and creating spe-
cialised resource bases to tap into, managed as networks of loosely organised people
and parts rather than as highly hierarchical organisations. Data drive smart cities,
through available data and the analytical capabilities to use the data to make major
decisions on infrastructure, water, health, and other concerns. Hanna’s provision of
this range of ways to view digital transformation moves the reader away from at-
tempting to “define” the term, towards exploring such transformation in all its guises.

Chapter 65 treatment of “transforming key sectors”

It is apparent from a reading of this chapter that, in the 21st century, the infor-
mation and communication technology (ICT) sector is only as valuable as its ca-
pacity to transform other economic and social sectors. Here lies the challenge. For
e-health, Hanna writes, digital transformation will require (p. 117) “a planned, se-
quenced, integrated and continuous approach” rather than a silver bullet. For e-ed-
ucation, countries and individual schools will need to (p. 129) “build a critical mass
of trained teachers” to teach ICT skills and use ICT in all subjects and in all forms
of educational engagement. Hanna argues that to transform finance, mobile money
innovations must become widespread, and that (p.136) “[d]igitally-enabled agricul-
tural transformation can help meet the challenge of feeding over 9 billion people by
2050 [...]”. He convincingly argues that in agricultural extension services, mobile
communications can advance each element in the agricultural supply chain, includ-
ing primary production, aggregation and processing, distribution, and the retail and
consumer segment (p. 136).
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Part of the value of Chapter 6 is that it deals with “key sectors” (health, education,
finance and agriculture) from a global perspective — sectors that are foundational
to all economies and nations, without which they cannot reasonably pursue digital
transformation in other sectors. These four are sectors where digital transformation
can make a significant difference to just about every person on the planet.

Review comments

As a critical comment on the book, it is our view that an even more explicit case
could be made for digital innovation for the billions of citizens who are unlikely
to experience most of the digital innovation opportunities discussed in this book,
in their lifetimes. While this latest digital divide is implied in many sections of the
book, and addressed to some extent in Chapter 7 on “promoting inclusive infor-
mation society”, it could be more explicitly addressed as a key theme, exposing the
challenges that particular countries and social groups will face to achieve any form of
digital inclusion and related economic emancipation. Some, few, countries are ahead
at the game of mastering digital transformation. Some countries have had early re-
alisation of benefits from a few, popular applications. Most countries require an even
more detailed guide on the “how” of digital transformation. There is much to explore
in this book, and at the same time so much more that can be added to its key themes.

3. A perspective on Ndemo and Weiss’s Digital Kenya: Emphasis on entrepre-
neurialism for digital transformation

Digital Kenya is available free to download at http:/link.springer.com/
book/10.1057/978-1-137-57878-5, courtesy of the Ford Foundation. Published in
four parts, the editors Ndemo and Weiss and the chapter authors present “Part I:
Looking Back and Looking Ahead”; “Part II: Uncovering Unique Market Oppor-
tunities”; “Part III: The Inner Life of Technology Entrepreneurship in Kenya”; and
“Part IV: Managing the Fine Details of Doing Business in Kenya”.

The authors of the 15 chapters and 14 “conversations” (as the editors have labelled
them) in this volume provide rich material for contemplation. The book is strongly
geared towards entrepreneurship and the content is suggestive of both strengths and
weaknesses in the entrepreneurial landscape. As reviewers, we are not entirely con-
vinced that many of the ideas introduced by start-ups are at present being adopted
by Kenyans in similar proportion to the mobile money innovation M-Pesa. Ushahidji,
for instance, while a Kenyan innovation, is now mostly used in other parts of the
world.

Summary of selected segments

Conversation #1: “The Past, Present, and Future of ‘Digital Nyika’: How fo Fix an Air-
craft in Flight”

The reflections of Gitonga, in the first conversation, on the “Digital Nyika” (“nyika”
meaning “grasslands” in Swahili), highlight the risks for future digital innovation
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in Kenya. He notes a tendency to import foreign technological approaches rather
than creating home-grown innovations, though this is changing. From the reviewers’
perspective, a good example of this shift to local innovation is the introduction of
taxi-hailing apps. When Uber first came to the Kenyan market, there was some re-
sistance, but with time, it grew to be accepted. More recently, Kenya has competing

apps, such as Safaricom’s Little Cab, taking on Uber.

Gitonga argues that digital innovators and entrepreneurs should emphasise pressing
local problems. Here, they will get larger numbers of users and, if the initiative is re-
ally of value, the sustainability is almost a given provided there is focus on continuous
improvement.

Chapter 3: “The KINGS of Africa’s Digital Economy’

This chapter by Osiakwan paints a brief picture of the driving factors for digital
innovation in five countries, namely Kenya, the Ivory Coast, Nigeria, Ghana and
South Africa. While the chapter discusses the notion of “Africa tech rising”, and the
first wave of tech innovation, it does so in a limited way, the emphasis rather biased
towards infrastructure, with only a cursory glance at digital innovation and enabling
or constraining policy environments in the five countries.

Nevertheless, Osiakwan’s notion of “first mover countries” on the African continent
— countries to watch, countries to emulate — is useful for two reasons: (i) it suggests
to the reader that there are particular countries to learn from in Africa, though the
leading countries may change with time; and (ii) it gives African countries a sense
of what may be possible in their own contexts, if they can follow the examples of
tellow African countries with similar development trajectories and socio-economic

challenges.

Chapter 11: “Inside a Policymaker’s Mind: An Entrepreneurial Approach to Policy Devel-
opment and Implementation”

Ndemo’s reflections, in this chapter, on approaches to policy development and imple-
mentation are valuable. Having served as the Permanent Secretary to Kenya’s Minis-
try of IC'T, he is able to take the reader on a tour of the inner sanctum of government,
where policy is conceived.

Review comments

As reviewers, we are sceptical that many of the ICT-based services introduced by
Kenyan start-ups are being adopted by Kenyans to the same extent as the mobile
money innovation M-Pesa and other mobile financial services. More evidence of
adoption rates for the many digital innovations — for example the number of players
of the Moraba digital game — will be a valuable focus for future research.

Understanding adoption of local innovation will be important because it will enable
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us to understand the most crucial parts of the Kenyan ecosystem for continued, long-
term digital innovation, noting that high levels of adoption can breed continuous
demand for innovation, while low levels of adoption can lead to stagnation in the
digital innovation space. Also vital to the future growth of innovation is that re-
searchers study digital innovation — in Kenya and other African countries — beyond
the ICT infrastructure perspective, making available research-based knowledge on
the services, innovations and techno-cultural artefacts that use ICT infrastructure for
digital transformation of African economy and society.

A subject that could have been addressed more explicitly in the book is the need to
inculcate a culture of matching relevant skill sets, such that innovators and entrepre-
neurs complement each other and in the process build solutions and future business.
Such dynamics are necessary to build sustainability of solutions and stabilised man-
agement of small, local, tech-driven companies. The future of “digital Kenya”, in our
view, lies to a great extent in encouraging Kenyans to harness home-grown solutions
to local problems. Such issues are indeed highlighted in the chapters and conversa-
tions of this volume, but would have merited a dedicated chapter.

In light of the insights from this volume, how do we see Kenya’s digital future? The
next generation of policymakers will be young people who are prickly in their con-
duct towards bureaucracy. It is therefore necessary to ensure that the education and
(O] insights these future policymakers acquire, both at universities and in the various (O}
technology and tech policy fora they engage with, give them the capacity to craft
policies that will enable the African digital future. That will be central to making
digital Kenya, and digital Africa, real.

4. Conclusions

Those readers seeking to understand Africa’s economic, social and political transfor-
mations can benefit from reading these two volumes, Mastering Digital Transforma-
tion and Digital Kenya. The broad conceptualisation of digital transformation that
emerges from these books forces the discussion beyond technologies, beyond ICT
infrastructure, and beyond ICT policy, to the many drivers of digital development in
the next decade and beyond, such as the requirement for innovation skills and capa-
bilities, and the demand for innovative services and transformational impact.

While ICT infrastructure remains a valid descriptor, we argue that, based on the
insights from these two volumes, the age of ICT policy is past and the age of digi-
tal transformation and digital innovation policy is with us. Why do we say “digital
transformation and digital innovation policy”? Our view is that “ICT policy” as a
descriptor does not capture the necessary disruptive nature, nor the necessary cre-
ativity or innovation capability, which are more explicitly embraced by a notion of
policymaking for digital transformation and digital innovation.
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